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Abstract
This paper examines the Russian disinformation and propaganda campaign directed against the
West. The research investigates whether the Russian Federation is using the old KGB playbook
in its modern anti-Western operations. The paper traces the origins of the existing disinformation
tactics and then compares them to Russia’s current modus operandi. In this process, the paper
identifies similarities in past and current Russian practices. This paper argues that the baseline of
today’s approaches is rooted in the old and well-tested KGB methods and concludes that these
methods have been updated to utilize the 21st-century media landscape and new technology.
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Introduction
This paper will examine the Russian disinformation and propaganda campaign directed
against the West. The research will investigate whether the Russian Federation is using the old
KGB playbook in its modern anti-Western operations. It will focus on tracing the origins of the
existing disinformation tactics in order to compare them to Russia’s current modus operandi. This
paper argues that the baseline of today’s approaches is rooted in the old and well-tested KGB
methods of operation and concludes that these methods have been updated to utilize the 21stcentury media landscape and new technology.
Soviet “Active Measures”
The roots of the Soviet active measures can be traced back to the tsarist Russia’s secret
police Okhrana. The agency, known for its acts of violence, was notorious for using heavy-handed
tactics to target domestic opposition groups and subvert the work of émigré organizations active
against the tsarist regime in Europe.1 Once the Bolsheviks took power in Russia during the 1917
revolution, Okhrana was replaced by the Soviet secret police, later known as the KGB (Komitet
Gosudarstvennoy Bezopasnosti, or Committee for State Security). The KGB adopted the methods
that were successfully employed by the Okhrana, only increasing the degree of ruthlessness in its
operations.2 In the Soviet vocabulary, the term “active measures” came to denote:
manipulation and media control, written and oral disinformation, use of foreign
communist parties and front organizations, clandestine radio broadcasting,
manipulation of the economy, kidnappings, paramilitary operations, support of
guerrilla groups and terrorist organizations […] and political assassinations.3

These wide variety of techniques were used by Soviet diplomats and intelligence operatives to
target the policies and actions of foreign governments.4
Active measures constituted an integral part of the Soviet Union’s conduct of foreign
policy. This paper concentrates specifically on disinformation and propaganda, which can be
defined as “the manipulative use of slogans, arguments, disinformation, and carefully selected
true information…to try to influence the attitudes and actions of foreign publics and
governments.”5
Disinformation and propaganda activities organized by the Soviet KGB were classified
into what the agency called “black,” “grey,” and “white” active measure campaigns.6 As the terms
indicate, the actions ranged from covert, to semi-overt, to fully overt activities respectively. The
covert measures, such as forgeries – aimed at fully concealing traces of Soviet meddling – and
media manipulation were major tools in the hands of the Soviet KGB.7 The agency tried to plant
false stories in credible media outlets to make them believable and then regurgitated the news to
For a detailed overview of the agency’s methods and techniques, see: Hingley, The Russian Secret Police.
Volkman, “Midnight in Lubyanka,” 195-205.
3 Boghardt, “Operation Infektion,” 1.
4 Shultz and Godson, Dezinformatsia.
5 United States Information Agency, “Soviet Active Measures.”
6 Ibid.
7 For an overview of Soviet covert operations, see: Andrew and Gordievsky, Instructions from the Centre. Additional archival material
is available at: Wilson Center, “Vassiliev Notebooks,” and “Mitrokhin Archive.” See also: Bukovski Archives, “Ideology and
Politics.”
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give it bigger publicity.8 As the U.S. State Department’s disinformation bulletin warned its
readers in 1981: “Moscow seeks to disrupt relations between states, discredit opponents of the
USSR and undermine foreign leaders, institutions, and values.”9
Several campaigns are well remembered as some of the KGB’s most successful
disinformation operations. Among the famous cases are operations such as blaming the United
States for the AIDS epidemic, spreading rumors about the FBI’s and CIA’s involvement in the
assassination of President John F. Kennedy, as well as attempts to portray the government of
the Federal Republic of Germany as the re-embodiment of the Third Reich.10
While the “black” active measures tried to fully conceal Soviet involvement, the work
of the Soviet affiliated organizations, which fit into the “grey” active measures, was semi-overt.
These organizations included communist parties in allied countries, international and local front
organizations under Soviet control, and nongovernmental organizations receiving covert funding
from the KGB.11 They all toed the Soviet line but denied a direct connection with the KGB.
According to a U.S. State Department bulletin, “The Soviets are adept at making their policies
appear to be compatible or parallel with the interests of peace, environmental, and other groups
active in western and developing societies.”12
The “grey” active measures were particularly handy under Soviet leader Mikhail
Gorbachev’s “new thinking,”13 where the weakening of the Soviet Union led its authorities to
adopt a policy of conciliation with the United States. The KGB worked to dampen military
competition with the U.S. by promoting the idea of a non-nuclear world, disarmament, and
“non-offensive defense,” using official channels as well as affiliate organizations.14
The agents of influence – prominent foreign nationals who could influence public
opinion – were particularly valuable in the “grey” active measures work. They were hard to
identify and were seen as “loyal patriots of their respective countries…simply expressing their
own personal opinions.”15 Journalists, as well as public figures and government officials, were
best placed to carry out the job. Soviet use of agents of influence can be traced back to the 1920s.
One author examines a detailed account of the “involvement of many prominent Western
intellectuals with the Soviet Union, including Theodore Dreiser, G.B. Shaw, Henri Barbusse,
Romain Rolland,” and others.16 The names of journalists Walter Duranty and Herbert Matthews
are especially well known for their grossly biased reporting about the Soviet Union and Castro’s
regime in Cuba. Duranty, who was reporting for The New York Times, claimed that “any report
of a famine in Russia is today an exaggeration or malignant propaganda,”17 while the regime
simultaneously engineered a famine in Ukraine that claimed up to seven million lives.18 Groups
later demanded that Duranty’s Pulitzer Prize be revoked.19
Lastly, the overt active measures included the Soviet state media and other official
channels of communication. Most notably, all Soviet representations abroad were tasked with
supporting the Kremlin’s narrative. The “white” active measures allowed the Soviet officials to
United States Department of State, “Forgery, disinformation,” 1-3.
Ibid., 1.
10 Boghardt, “Operation Infektion,” 2.
11 United States Information Agency, “Soviet Active Measures.”
12 United States Department of State, “Forgery, disinformation,” 1.
13 For background, see: Holloway, “Gorbachev’s New Thinking.”
14 United States Information Agency, “Soviet Active Measures.”
15 Ibid.
16 Stern, Western Intellectuals and the Soviet Union, 2.
17 Beichman, “Pulitzer-Winning Lies,” June 12, 2003.
18 The Library of Congress, “Ukraine Famine,” August 31, 2016.
19 Krushelnycky, “Ukrainians want pro-Stalin writer stripped of Pulitzer,” May 3, 2003.
8
9

Spring 2018 • Volume III, Issue 1 |

3

Irina Arabidze

freely promote pre-agreed-upon messages to influence foreign audiences.20 When comparing
Western and Soviet intelligence practices, one author notes that Soviet services put much
stronger emphasis on deception practices than Western agencies, which were more focused on
information collection.21
The initial U.S. response to Soviet disinformation was “anything but centralized,
integrated, and timely,” and there were no open attempts to publicly expose Soviet active
measures up until the 1980s.22 Still, the Active Measures Working Group at the U.S. State
Department is credited with revealing a number of Soviet disinformation and propaganda
campaigns and these revelations helped educate the public.23 Meanwhile, the overt U.S. response
to the ideological dimension of the U.S.-Soviet confrontation was channeled through the United
States Information Agency (USIA), which was established in 1953 with a mission “to understand,
inform and influence foreign publics in promotion of the national interest, and to broaden the
dialogue between Americans and U.S. institutions, and their counterparts abroad.”24 The agency
was a response to Russia’s Communist Information Bureau, Cominform, created by Stalin in
1947 to coordinate messaging between communist parties and to target the U.S. presence in
Europe.25
With the collapse of the Soviet Union, the U.S.-Russian confrontation characteristic to
the Cold War was temporarily relegated to history. Despite a chaotic beginning, the Russian
Federation was seen as a state that was embarking on a path of liberal reforms, and in due time,
would develop a full-fledged partnership with the West. However, this positive outlook gradually
changed with Vladimir Putin’s rise to power. The prospect of meaningful cooperation between
the two countries gave way to increasing Russian hostility toward the West. The worsening of
the U.S.-Russian relations was accompanied by an increase in Russia’s disinformation and
propaganda activities against the West. The tensions culminated with the Russian invasion of
two former-Soviet states – Georgia in 2008 and Ukraine in 2014.26 Some authors partly attribute
Russia’s returning interest in disinformation and propaganda to its failure to project a favorable
narrative on the world stage during the Russia-Georgia war.27 Whether it was the inability to
skew the Western media reporting or to develop a broader strategy to confront the West, terms
such as “hybrid warfare” and “asymmetric war” became popular Western ways of describing
Russia’s new way of waging war.28
Russia’s Active Measures Today
In an article published in February 2013, Chief of the Russian General Staff Valery
Gerasimov articulated the Russian view of the frequently invoked concept of “hybrid warfare.”29
Gerasimov focused on the Arab Spring and threats emanating from social media, but also
discussed Western NGOs and civil society organizations, which the Kremlin has long derided as

United States Information Agency, “Soviet Active Measures.”
Boghardt, “Operation Infektion,” 1.
22 Ibid., 12.
23 See Schoen and Lamb, “Deception, Disinformation, and Strategic Communications,” 1-155.
24 U.S. Information Agency, “An Overview.” For a broad overview of USIA work, see: Cull, The Cold War.
25 Rutenberg, “RT, Sputnik,” September 13, 2017.
26 For an overview, see: Cornell and Starr ed., The Guns of August 2008; Yekelchyk, The Conflict in Ukraine.
27 See Thomas, “Russian Information Warfare,” 265-301; Giles, “Russia’s ‘New’ Tools,” March 21, 2016.
28 For a discussion on hybrid warfare and asymmetric war, see: Chivvis, “Understanding Russian ‘Hybrid Warfare,’” May 11, 2017;
Holmes, “Putin’s Asymmetrical War,” May 5, 2014.
29 Gerasimov, “The Value of Science,” February 26, 2013.
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engines of “color revolutions”30 in the former Soviet republics.31 Gerasimov argued that nonmilitary measures, such as economic and political pressure, would take up large segments of the
confrontation with Russia’s adversaries that, most notably, included the United States. As one
publication put it, “the important point [in Gerasimov’s article] is that while the West considers
these nonmilitary measures as ways of avoiding war, Russia considers these measures as war.”32
So how does Russia employ its disinformation techniques today, and what damage does
it do to Western societies? A number of publications note that, similar to past practices, Russian
influence is spread in three distinct ways: state-to-people, people-to-people, and state-to-state.33
Currently, state-to-state relations and traditional diplomacy are secondary when it comes to active
measure campaigns, which are promoted by using state-to-people and people-to-people
communication methods instead.34
As a number of observers note, the Kremlin has benefited from freedom of information
in the West. Easy access to the Western public is used “not to persuade (as in classic public
diplomacy) or earn credibility, but to sow confusion via conspiracy theories and proliferate
falsehoods.”35 Currently, RT (formerly Russia Today) and Sputnik, which incorporates former
platforms of the Voice of Russia and RIA Novosty, are the Kremlin’s leading media outlets; they
are used to promote the narrative which supports Russian interests and helps spread
disinformation. As one New York Times journalist argues, what has changed is not the validity of
the stories that Russia has to tell, but the access and means through which Russia is able to get
its message across.36
The state-funded RT, which models itself on Western-style reporting, initially aimed to
promote a positive image of Russia.37 Later, the station refocused on the United States, and has
since used American advertising firms to promote its mission.38 It now aims to question
conventional wisdom and wants to promote alternative versions of “truth” to obscure the line
between reality and falsehood. Since RT claims to back stories that are underreported or
“hidden” from Western audiences, even the attempts to discredit its reports have helped to
validate its stories.39
At times, the pro-Kremlin outlets report downright lies. An often-cited case involves a
chemical plant explosion hoax in Louisiana, where fake online accounts reported a non-existent
explosion purportedly linked to ISIS.40 As The New York Times explains:
The Columbian Chemicals hoax was not some simple prank by a bored sadist. It
was a highly coordinated disinformation campaign, involving dozens of fake
accounts that posted hundreds of tweets for hours, targeting a list of figures
precisely chosen to generate maximum attention.41

The term was initially used in reference to the “Rose Revolution” in Georgia in 2003, the “Orange Revolution” in Ukraine in
2004, and the “Tulip Revolution” in Kyrgyzstan in 2005. Russia has viewed these and similar movements as Western-backed
projects that threaten Russian power and influence. See: Burke, “Russia and the ‘Color Revolution,’” May 28, 2018.
31 See: Finkel and Brudny, “Russia and the Colour Revolutions,” 15-36.
32 Bartles, “Getting Gerasimov Right,” 34.
33 Weisburd, Watts, and Berger, “Trolling for Trump,” November 6, 2016.
34 Ibid.
35 Pomerantsev and Weiss, “Menace of Unreality,” 6.
36 Rutenberg, “RT, Sputnik,” September 13, 2017.
37 Ibid.
38 Ibid.
39 Ibid.
40 Chen, “The Agency,” June 2, 2015.
41 Ibid.
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Reports from CNN, Louisiana TV, newspapers, and videos on YouTube were faked to give the
news more credibility, while locals received text messages warning them about the incident.42
The chemical plant management had to issue an official statement to deny the reports.43 The
case underscored how new media could be used to sow chaos and fear in communities.
Subsequently, a discussion ensued about what kinds of tools could be used to avoid similar
incidents on a larger scale.
Another prominent case involving the dissemination of a falsehood is the so-called “Lisa
case” – a report about a 13-year old Russian-German teenager who allegedly became a victim of
kidnapping and rape at the hands of Arab refugees in Berlin.44 Despite the fact that the truth was
revealed shortly after the news was spread (German police confirmed that the girl had stayed at
a male friend’s house and lied about her whereabouts), the Russian media actively promoted the
news and the story soon gained a life of its own.45 Media reports prompted a demonstration by
ethnic Russians in Germany who demanded justice. The situation escalated to diplomatic
tensions after Russian Foreign Minister Sergey Lavrov twice commented on the case, deploring
the inaction of the German law enforcement agencies.46 The head of Germany’s domestic
security agency argued that “Russia was using KGB-style ‘old measures’” to misinform the
population and destabilize the country.47 Russia has also targeted German Chancellor Angela
Merkel with an active measure campaign due to dissatisfaction over her tough stance against
Russia’s hostile policies.48 Author Anton Shekhovtsov reminds readers that at the onset of the
Cold War, the KGB used similar active measure techniques to exploit internal tensions within
West Germany.49 Sensing the public’s unease with what was perceived as leniency toward former
Nazis, the KGB ordered its operatives to paint swastikas on synagogues. This heightened fears
of Nazi resurgence and increased suspicion toward West Germany’s NATO membership.50
A similar case to the one in Germany unfolded in Lithuania, where German troops
under NATO command stationed in the country became the target of disinformation. A fake
letter sent to the Lithuanian Parliamentary Speaker’s office accused German soldiers of raping a
15-year old Lithuanian girl in foster care.51 The story was immediately flagged as a Russian ploy
to undermine NATO, and because of that it gained much less traction compared to the “Lisa
case” in Germany.52
The dissemination of falsehoods is only one way Russia misinforms the public; Russia’s
state-funded RT usually uses a mixture of techniques. Often, reports contain a considerable
amount of true information, while disinformation is mixed with entertainment, making it harder
to spot the deception.53 Additionally, RT and Sputnik platforms are used to promote Kremlin
messages to grey sources or unsuspecting users, who then spread the reports further on social
media and other networks. These grey outlets are usually “conspiracy websites, data dump
websites [such as WikiLeaks and DC Leaks], and seemingly credible news aggregators that
amplify disinformation and misinformation.”54
Ibid.
Birla Carbon, “Statement on Hoax,” September 11, 2014.
44 NATO Review Magazine, “The Lisa case.”
45 Ibid.
46 DW, “Russia wants explanation,” January 26, 2016.
47 Rinke and Carrel, “German-Russian ties,” February 1, 2016.
48 Shuster, “Russia has launched a fake news war,” August 9, 2017.
49 Shekhovtsov, Tango Noir, 1277.
50 Ibid.
51 Reuters, “Lithuania looking for source of false accusation,” February 17, 2017.
52 Ibid.
53 Rutenberg, “RT, Sputnik,” September 13, 2017.
54 Weisburd, Watts, and Berger, “Trolling for Trump,” November 6, 2016.
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Promoting Messages on an Industrial Scale
Another tool that Russia uses to attack and discredit undesirable persons and ideas is
the army of internet “trolls” and controlled accounts. Internet trolls can be defined as online
haters with a broad agenda, who not only want to bully a handful of individuals but want to
involve a larger segment of society in an argument.55
A journalistic investigation, which detailed the work of Russia’s Internet Research
Agency, revealed that the agency employs hundreds of workers who push pre-agreed upon
messages online 24 hours a day.56 Russia has “industrialized the art of trolling,” where its invisible
manipulators labor to deceive the public and promote the pro-Russian point of view.57 Together
with fake users, Russia employs automated accounts – or the so-called “bots” – to disseminate
identical messages in large numbers at short intervals.58 When many users discuss the same
topics, Twitter and Facebook classify them as trends, which show what themes are leading the
debate online on a given day or longer. Russian-linked bots create an illusion that the topics
favorable to the Kremlin are dominating the conversation. One publication terms this technique
a “firehose of falsehood” due to numerous channels being used “and a shameless willingness to
disseminate partial truths or outright fictions.”59 The authors suggest that the high volume of
messages also helps to drown out competing points of view online, which, at times, may increase
the credibility of Kremlin supported messages.60 Others argue that the ability to create trends
online influences even those who are not using social networks, since media representatives
watch these trends and pick up online discussions in their news reports.61
Different Themes in Russian Messaging
The content that Russia is pushing online can be clustered around three different
themes: political messages, social issues, and financial propaganda.62 Political messages aim to damage
democratic governance by weakening trust in elections and alleging political corruption in
Western governments and institutions.63 The most prominent and widely publicized case of
political messaging is connected with the interference in the 2016 U.S. presidential election.
Based on a declassified report on the topic, the U.S. intelligence community clearly sees a Russian
hand in the process. As the report states, the influence campaign included “overt efforts by
Russian Government agencies, state-funded media, third-party intermediaries, and paid social
media users or ‘trolls.’”64 Despite this clear-cut assessment from the U.S. intelligence community,
Russian President Vladimir Putin denies official government responsibility for the U.S. election
meddling. However, he has historically compared hackers to artists who could be driven to help
their country’s vital national interests of their own volition. “If [hackers] are patriotically minded,
they start making their contributions – which are right, from their point of view – to the fight

Williams, “What is an internet troll?,” June 12, 2012.
Adrian Chen, “The Agency,” June 2, 2015.
57 Ibid.
58 Shane, “The Fake Americans,” September 7, 2017.
59 Paul and Matthews, “The Russian ‘Firehose of Falsehood,’” 6.
60 Ibid., 7.
61 Palma, “Trolls, Bots, ‘Useful Idiots,’” September 21, 2017.
62 Weisburd, Watts, and Berger, “Trolling for Trump,” November 6, 2016.
63 For a detailed overview, see: The Economist, “Russian disinformation,” February 22, 2018.
64 Intelligence Community Assessment, “Assessing Russian Activities,” January 6, 2017.
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against those who say bad things about Russia,”65 Putin told the media. Despite the Kremlin’s
regular denials, this sounded to some like a partial acknowledgment of a covert Russian
involvement.
Political messages became particularly influential as Russia compounded the effort with
cyber-attacks to undermine democratic governance and compromise political leaders.66 The U.S.
was not the first country to experience Russia’s cyber-attacks. Russia first tested its strength in
former Soviet spaces – Estonia in 2007 and Georgia in 2008. The message to those observing
the unfolding events was simple: “Russia could paralyze the country without invading it.”67 In
an attack carried out against Estonia, government agencies, banks, and media outlets experienced
major disruptions. Even cash machines, e-mail networks, and news delivery services ran into
intermittent breakdowns.68 In Georgia, the attacks on government web-pages came in the midst
of an unfolding military invasion from the Russian Federation, where “many of the same
techniques and computers involved against Estonia a year earlier resurfaced against Georgia.”69
Russia built on these practices and further honed its skills in Ukraine, where power cuts and
attacks on businesses were traced to the Kremlin.70
Due to increasing instances of cybercrime, the U.S. feared attacks on its power grids and
telephone networks, but paid less attention to methods that could undermine the election
process.71 Following the 2016 hack of the Democratic National Convention servers, this outlook
changed and the discussion now revolves around how to stop similar attacks from happening in
the future.72 In a recent development, Facebook, Google, and Twitter came under fire from the
Senate and House Intelligence Committees for serving as a vehicle for Russian misinformation.73
A number of senators argued that the business model of social networks, which favors generating
and sharing viral content, helps media manipulators get their message across. At the time of these
hearings, Facebook had already removed over 80,000 fake Russian-linked ads, since those who
purchased the ads hid behind phony accounts.74
The U.S. is not the only country Russia has attacked to disrupt the democratic process.
On the European front, recent examples include meddling in the Brexit vote, interference in the
French elections, and attempts to thwart Montenegro’s NATO bid. Starting with Brexit, Russia
actively supported the ultra-nationalist UK Independence Party (UKIP) – which led the anti-EU
movement in Great Britain – and Russia-linked online platforms that actively promoted anti-EU
sentiments.75 Apart from this, media outlets also reported the breakdown of a voter registration
website ahead of the vote. A committee of British MPs suspected Russian and Chinese efforts
behind the incident.76 Meanwhile, the French Presidential candidate Emmanuel Macron’s
campaign experienced a major e-mail hack on the day before the election was held. Moscow
again became the top suspect as Macron’s rival, Marine Le Pen, was openly favored by the

Higgins, “Maybe Private Russian Hackers Meddled in Election,” June 1, 2017.
For a timeline of Russian cyber-attacks, see: Windrem, “Timeline,” December 18, 2016.
67 Lipton, Sanger, and Shane, “The Perfect Weapon,” December 13, 2016.
68 McGuinness, “How a cyber attack transformed Estonia,” April 27, 2017.
69 Smith, “Russian Cyber Strategy,” January 14, 2015.
70 “Experts suspect Russia,” June 22, 2017; “Ukraine power cut,” January 11, 2017; “Russia behind cyber-attack,” July 2, 2017.
71 Lipton, Sanger, and Shane, “The Perfect Weapon,” December 13, 2016.
72 “4 Ways The U.S. Could Fight,” September 5, 2017; see: Fried and Polyakova, “Democratic Defense Against Disinformation,”
March 5, 2018.
73 Fandos, Kang, and Isaac, “House Intelligence Committee,” November 1, 2017.
74 Ibid.
75 Castle, “Facebook and Twitter to aid inquiry,” November 28, 2017; Kirkpatrick, “Signs of Russian Meddling,” November 15,
2017.
76 Syal, “Brexit: foreign states,” April 12, 2017.
65
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Kremlin.77 The developments in Montenegro went far beyond a disinformation campaign. A
coup plot widely publicized by the media reportedly included a plan to incite unrest, which would
lead to a seizure of Montenegro’s parliament and installation of a new regime that would reverse
Montenegro’s upcoming NATO membership.78
Together with the cases of political meddling described above, Russia also uses social
issues to promote chaos and feed anti-government sentiments. This method can be employed
by amplifying societal tensions “to undermine the fabric of society.”79 As one commentator
explained, “The tried and tested way of active measures is to use an adversary’s existing
weaknesses against himself, to drive wedges into pre-existing cracks.”80
Compared to limited access during the Soviet period, today’s online reach makes the job
of fueling tensions a much easier endeavor for the Kremlin. The existing discontent and
confrontational attitudes can be amplified online by simply showing users the content that
confirms their beliefs.81 This can lead to deepening of divisions and may result in the weakening
of the target country. Michael McFaul, former U.S. Ambassador to Russia, explains: “They think
that [fueling divisions] leads to polarization, [which] leads to arguments among ourselves and it
takes us off the world stage.”82
It has now been revealed that among the 3,000 ads Russia’s Internet Research Agency
purchased from Facebook, at least some were geographically targeted to Ferguson, MO, and
Baltimore, MD, where large protests took place following police shootings of black men.83 A
separate investigation conducted by Russia’s RBC magazine claimed that the infamous Internet
Research Agency hired around 100 American activists to stage more than 40 rallies in the United
States during the past two years.84 The activists, who had genuine concerns over developments
in their hometowns, were used by the Russian-run agency to exacerbate divisions and mistrust
following the incident. The participants in these rallies apparently had no knowledge that they
were being paid by a Russian organization.85 In a separate development, one popular U.S.-based
social media user, who routinely worked on fueling the societal divide by spreading antiimmigrant messages, was recently traced back to the same Internet Research Agency in Moscow.
The user, whose tweets had been featured in prominent Western media outlets, had nearly 70,000
followers. The account has now been deleted, but it is said to have been one of over 2,750 fake
Twitter accounts under the Russia-sponsored agency.86 In a similar story, one account known by
the name “Blacktivist” with a 400,000-large following – now deactivated by Facebook – was
dedicated to sharing tweets about police brutality and is believed to have been directed from
abroad.87
In a recent development, a spike in online activity followed violence in Charlottesville,
VA, where accounts that were used to spread disinformation during past U.S. elections now
disseminated far-right extremist messages.88 In an attempt to tackle the problem, Facebook now
promises more transparency and accountability. As Facebook CEO Mark Zuckerberg said when
commenting on the interference cases: “I wish I could tell you we’re going to be able to stop all
Auchard and Felix, “French candidate Macron claims massive hack,” May 5, 2017.
Higgins, “Finger Pointed at Russians,” November 26, 2016.
79 Weisburd, Watts, and Berger, “Trolling for Trump,” November 6, 2016.
80 “Two Twitter personalities,” November 3, 2017.
81 Sydell, “How Russian Propaganda Spreads,” October 29, 2017.
82 Ibid.
83 Byers, “Russian-bought Black Lives Matter ad,” September 28, 2017.
84 “RBK Investigation: How a ‘troll factory’ worked,” October 17, 2017.
85 Meduza, “Russian journalists publish massive investigation,” October 17, 2017.
86 “Two Twitter personalities,” November 3, 2017.
87 Sydell, “How Russian Propaganda Spreads,” October 29, 2017.
88 Arnsdorf, “Pro-Russian Bots,” August 23, 2017.
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interference, but that wouldn’t be realistic.…We can’t prevent all governments from all
interference. But we can make it harder. We can make it a lot harder. And that’s what we’re going
to do.”89
Finally, another tool in Russia’s disinformation messaging is financial propaganda, which
helps disrupt Western markets. The methods range from promoting fake market scares to
undermining Western businesses and their leaders.90 In one example, social media reports caused
Disney’s stock to temporarily plummet following fake reports that Disneyland Paris had been
evacuated due to a bomb scare.91 RT and Sputnik actively promoted the news, intensifying the
panic.92
Russia’s “Useful Idiots”
The term “useful idiots” goes back to the early years of communism. Western
supporters of communist causes, who were not always aware that they were being exploited,
were in fact used by the Soviet Union to promote its interests. Peace movements of the early
1980s are one such example.93 Today, the same term is often used to describe radical groups
operating in the West who wittingly or unwittingly help Moscow sow discord in their respective
societies. Examples are plentiful. One publication recalls American white supremacist Richard
Spencer’s frequent appearances on RT and Sputnik.94 As the publication argues, Spencer and
others like him are a “new version of the useful idiots” as “these activists serve a bigger purpose,
to help promote the narrative of the West in chaos – and thereby also boost the idea of Russia
as the alternative global power.”95 Together with radical groups, Russia also targets agents of
influence among Western policy experts in order to promote the desired narrative. Some are
given favorable access, while others get positions in Russian companies and “become de-facto
communications representatives of the Kremlin.”96
In a departure from Soviet-time practices, Russia no longer supports a particular
ideological leaning, since it favors every ideology that can be used to disrupt societal cohesion.
As a result, Russia is supporting any initiative that can “exacerbate divides and create an echo
chamber of Kremlin support.”97 Russia-backed groups range from far-left to far-right and
include anti-globalists, white supremacists, environmentalists and greens, the Orthodox Church,
NGOs, financial elites, and others. Eclecticism is the new way forward for Moscow.98 As one
Russian Eurasianist ideologue put it, “Acknowledging the civilizational nature of the conflict
between Russia and the West, we aim at destroying the West in its current form as a civilization.
Therefore, having recourse to the use of the existing networks, we should give priority to those
that are themselves directed at the destruction of the modern European civilizational identity.”99
As already noted, the Soviet-era support to groups with similar communist ideologies
has given way to backing of cardinally opposed ideological movements. To take one example
from French politics, Russian President Vladimir Putin has embraced both far-right presidential
Lucas, “The Next Big Focus,” September 22, 2017.
Weisburd, Watts, and Berger, “Trolling for Trump,” November 6, 2016.
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92 Ibid.
93 Rothman, “When Useful Idiots Were Useful,” February 21, 2018.
94 Jardine, “Russia’s New Useful Idiots?,” October 5, 2017.
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candidate Marine Le Pen and far-left populist Jean-Luc Mélenchon. Le Pen, who actively
supports Moscow, travelled to Russia ahead of French elections and received €9 million from a
Russia-linked bank, following her endorsement of the referendum results in the Russian
annexation of Crimea.100 Meanwhile, Mélenchon, whose policy outlook is strongly antiAmerican, is also known for his contempt of the European Union and his opposition to
sanctions against Russia over the annexation of Crimea. This makes him another natural ally for
the Kremlin.101 Russia is now able to find friends in multiple settings. As one publication put it:
“The far right is ideologically attracted to Putin for his authoritarianism and his championing of
ultra-conservative, Christian values. The far left sees in him a welcome pushback against
American power.”102
Russian support for different radical groups comes in different forms, and because of
that, it is not always easy to track every Kremlin-sponsored endeavor. For example, Russia
appears to have also backed European environmentalist groups, which push for policies
favorable to Moscow. As the Financial Times explains, it was surprising to observe a sudden rise
in the anti-fracking environmental movement across Europe, particularly in countries such as
Bulgaria and Ukraine, who “had shown little prior concern for the environment but are heavily
dependent on Russia for energy supplies.”103 Russia attempted to use environmental concerns
to keep Europe dependent on its natural resources. Also, Russia directed these movements to
campaign against those alternative pipelines that it viewed as damaging to its energy interests in
Europe.104
Conclusion
The existing research shows that Russia’s modern propaganda and disinformation
campaigns are rooted in former KGB traditions. As in the past, Russia now works to misinform
the public and weaken confidence in democratic institutions. It aims to sow discord in Western
societies and nudge Western policies in a direction that benefits Russia’s foreign policy
objectives. However, the methods employed to achieve these goals have undergone considerable
change due to the advent of new technology and altered views on the importance of ideology.
With the help of well-funded governmental news outlets, Russia promotes messages that are
either entirely fictional or are aimed at confusing the audience by obscuring the line between
truth and fiction. Social media networks allow Kremlin operatives to attack unfavorable ideas,
promote topics that drive a wedge in democratic societies, and push users to question Western
values and democratic practices. Cyber-attacks and cyber-espionage further help shake trust in
political leaders and institutions. Meanwhile, different from Soviet practices, Russia is no longer
confined to a single ideology. Radical groups on all fronts compete for Russian attention and
funding as Moscow tries to portray the Western societies in disarray.
Following the collapse of the Soviet Union, policy makers believed that the longstanding hostility between the United States and Russia would give way to partnership and
cooperation. As a result, the agencies responsible for countering Soviet active measures were
downsized or abolished. Once Russia returned to the international arena as a destabilizing force,
however, it swiftly revived the old propaganda and disinformation practices against the United
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States with some notable successes. The U.S. has yet to fully re-engage. An important
development to this end came in February as the U.S. Justice Department’s special counsel
indicted thirteen Russian nationals and three Russian companies including the Internet Research
Agency, which “had a strategic goal to sow discord in the US political system.”105 The document
shed light on Russian attempts to interfere with the U.S. elections and estimated that the monthly
budget for the activities stood as high as $1.25 million by September 2016.106 This 37-page
document, thus far, represents the most detailed legal account of Russia’s modern-day campaign
against the U.S.
Meanwhile, following the above revelations, the U.S. State Department announced a
new program with the funding of $40 million to counter Russian interference in the 2018 U.S.
midterm elections.107 The State Department has been criticized for being slow in appropriating
the funds allocated for this purpose.108 The current budget represents a major change from the
initial $120 million approved by Congress in 2016.109
The United States’ ability to raise awareness and refocus resources on actively countering
Russian attempts to meddle in American domestic affairs will be an important determinant of
how influential the Russian campaign will be in the future. It is unlikely that the Russian appetite
for using active techniques against adversaries will automatically fade, but with well-targeted
efforts to counter these disruptive actions, it will be possible to reverse the negative trend.
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